Connection Approval Office
 


GIG Waiver Process


The Connection Approval Office (CAO) asks that customers submit a Request for Service via the DISA Direct website: https://www.disadirect.disa.mil.  If the request for service cannot be met by DISA, a waiver may be submitted. Failure to do so can delay the waiver approval process.

Please be sure to determine whether or not your ISP service may be obtained through DITCO (Defense Information Technology Contracting Organization) for a DISA solution.  DITCO is a branch of DISA that provides specific contracting functions. ISP service would be provided through a commercial vendor; however DITCO would procure the connection on the customer’s behalf. To gain more information about the DITCO process/procedures please go to the following DITCO site: http://www.ditco.disa.mil/ . Please be prepared to provide information as to why a DISN solution is not available when submitting your ISP Waiver request.

Waivers will not be processed without proper validation from the Service Representative Officer (SRO) or CIO for their CC/S/A.  The CAO asks that customers contact their SRO/CIO at the initiation of the waiver process for validation.  
In accordance with the provisions of DoD 8500.1, Security Requirements for Automated Information Systems (AISs), 24 October 2002 and DODI 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), 28 Nov 2007, we will not be able to process requests without current accreditation. UCAO requests that a copy of the Accreditation Letter and Scorecard be provided for their records.
All waiver requests MUST meet minimum criteria of DIACAP or CAP requirements, installation of a DoD FIREWALL and compliance with DoD policies.  All sites with a waiver may be scheduled for an onsite security review by DISA FSO.  OSD GIG Waivers are granted only up to a total of one year.  Renewals may be granted beyond one year.  

To begin the process to request an ISP Waiver:

1. Please go to the SNAP System website via the following link: https://snap.dod.mil.
In order to access SNAP Waiver Registration website module all users must have a valid SNAP user account.  
· To receive an account the requester must go to https://snap.dod.mil/index.cfm 

· Click on Request SNAP Account

· Upload and complete DD Form 2875 (SAAR)
· Submit DD Form 2875 (SAAR)
· Complete Profile Information ensuring that all required fields indentified with an asterisk are completed

· Click Submit to request approval for the Account
· You will receive 2 separate emails with your user id and password once your account has been approved.

2. Once you have entered the site please hover over the “Waiver Registration” tab and select “New Registration”. This will direct you to the Waiver Registration Form where you will be able to submit your request. 

3. Complete your request by providing the information that is being asked.  You must complete Section 0 – 6, 8.1, 8.4. and 8.9.  In Section 0, when entering the DAA information, please put a group email account so the system does not personally email him/her.  Please be sure to be specific with both your Mission and Justification. This will help us better understand your request. It is also very important that you include information regarding your accreditation; your request cannot be processed without a valid DIACAP Scorecard.  It is the responsibility of the customer to provide the requested information and upload the initial brief in SNAP.
4.  Once you have completed all required sections, a “Submit Registration” button will appear at the bottom of the Sections Checklist.  Click this button and you will receive an email from UCAO@disa.mil with the Registration ID stating it has been submitted.
5.  Upon CAO review of the request, a separate email will be sent from UCAO@disa.mil stating whether the registration has been approved or rejected.  

6.  Once your registration has been approved, SNAP will forward the request to the DISA Service Manager for review; DISA can only recommend approval or denial.  DSAWG will also review network topology for security vulnerabilities. If security vulnerabilities are found in the DSAWG review the waiver may be required to go before the DSAWG Panel. 
7.  Following DSAWG and DISA review, the request will be forwarded to the OSD GIG Panel to be placed on the next panel meeting agenda. Please keep in mind that it is the responsibility of the customer to be available to brief the panel regarding the waiver request. 

***NOTE***  The Connection Approval Office (CAO) will contact customers at any point in this process if additional information is required to move your request forward.
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